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Abstract 

This article analyzes the theoretical and practical aspects of implementing an electronic audit system 

in the context of digital accounting. The study examines the essence of electronic audit, its distinctive 

features compared to traditional audit, the advantages of using digital technologies, and the 

organizational, technological, and legal challenges arising in the implementation process. The paper 

also develops scientific proposals and practical recommendations for the effective organization of 

electronic audit, improving audit quality, ensuring the reliability of financial statements, and 

automating audit procedures. The research findings contribute to the modernization of audit activities 

in the digital economy. 

 

Keywords: Digital accounting, electronic audit, digital transformation of audit, information 

technologies, audit automation, financial reporting, internal control, audit quality, digital economy, 

audit risks. 

 

Introduction 

In the context of the rapid development of the digital economy, the transformation of accounting 

systems based on modern information technologies has become one of the most important directions 

for improving corporate governance and financial transparency. The widespread use of cloud 

technologies, big data, artificial intelligence, blockchain, and automated accounting software has 

fundamentally changed the methods of collecting, processing, and presenting financial information. 

These processes, in turn, require the modernization of audit activities and the transition from 

traditional audit approaches to electronic audit systems. 

Digital accounting environments are characterized by large volumes of real-time data, integrated 

information systems, and automated business processes. Under such conditions, traditional audit 

methods are no longer sufficient to ensure the reliability, accuracy, and efficiency of audit procedures. 

Electronic audit systems enable auditors to analyze large datasets, continuously monitor financial 

transactions, assess risks more accurately, and improve the overall quality of audit evidence. Therefore, 

the implementation of electronic audit technologies is becoming a key factor in enhancing audit 

effectiveness and ensuring the credibility of financial reporting. 

At the same time, the transition to electronic audit is associated with a number of organizational, 

technological, methodological, and legal challenges. These include insufficient digital competencies of 

audit personnel, data security and confidentiality issues, lack of unified regulatory frameworks, high 

costs of implementing digital audit tools, and the need to adapt existing audit standards to the digital 

environment. Addressing these challenges requires the development of scientifically grounded 

approaches and practical recommendations for the effective integration of electronic audit systems into 

digital accounting. 

The relevance of this research is determined by the growing demand for high-quality audit services in 

the digital economy and the need to improve the methodological foundations of electronic audit. The 
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purpose of this study is to analyze the problems associated with the implementation of electronic audit 

systems in the digital accounting environment and to develop practical solutions for their effective 

application. The aim  of  this paper is  to  analyse the  role  and importance of  digitalisation  in the 

automation of  operations and  the audit methodology, starting  from the planning, control, 

documentation, and audit itself, to the preparation of the audit opinion. Digital technologies represent 

a  key source of data for decision-making, internal management, planning, and reporting issues. By 

changing the nature of accounting and auditing jobs, new technologies such as  big data, blockchain  

technology, artificial intelligence, and robotic process automation also affect the growth of audit process 

flexibility and efficiency. 

 

Literature Review 

Research on electronic audit has expanded significantly with the rise of digital accounting and the 

broader digital transformation of financial management. In the literature, e-audit is commonly 

described as an audit approach that relies on information technologies to plan, perform, and document 

audit procedures, as well as to obtain and evaluate audit evidence from digital sources. Scholars 

emphasize that the shift from paper-based accounting to integrated enterprise systems has changed the 

nature of audit evidence, making data analytics, continuous assurance, and technology-assisted controls 

increasingly central to audit quality. 

A major stream of studies focuses on the relationship between digital accounting systems and audit 

effectiveness. Researchers note that enterprise resource planning (ERP) platforms, automated 

transaction processing, and cloud-based accounting environments create large, structured datasets that 

can increase audit efficiency but also introduce new types of risk. In particular, system integration and 

automation reduce manual errors while increasing dependence on IT controls, system configuration 

accuracy, and access management. Therefore, prior research highlights the need for auditors to 

evaluate not only financial records but also the reliability of information systems, including general IT 

controls and application controls. 

Another widely discussed area is audit analytics and continuous auditing. The literature argues that 

traditional periodic audits are less responsive in high-speed digital environments where transactions 

occur continuously. As a result, scholars propose continuous auditing models supported by automated 

tests, anomaly detection, and near real-time monitoring. These approaches allow auditors to identify 

irregularities earlier, improve risk assessment, and provide more timely assurance. Studies on audit 

data analytics emphasize the growing role of statistical methods, process mining, and machine learning 

in identifying patterns and outliers, though they also caution that analytics results must be interpreted 

within auditing standards and professional judgment. 

Cybersecurity and data integrity are among the most cited challenges in e-audit research. Authors 

consistently underline that digital accounting systems increase exposure to cyber threats, unauthorized 

access, and manipulation of electronic records. Consequently, the audit process must incorporate 

stronger procedures related to data confidentiality, integrity, and availability. The literature stresses 

that audit firms and organizations implementing e-audit need clear protocols for data governance, 

secure storage, encryption, and audit trails. In this context, blockchain is often discussed as a technology 

that can enhance traceability and immutability of records; however, researchers also point out 

limitations such as scalability, integration complexity, and governance issues that prevent universal 

adoption. 
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A separate group of studies examines regulatory and methodological aspects. Researchers note that 

auditing standards increasingly recognize the need to use technology, but the practical implementation 

often lags behind due to lack of detailed guidance, inconsistent national regulations, and limited 

harmonization of digital evidence requirements. This has led to calls for updating audit methodologies 

to address electronic evidence, automated controls testing, and the documentation of analytics-based 

conclusions. Scholars also highlight the importance of aligning e-audit practices with international 

standards such as ISA, as well as internal audit frameworks for IT governance and risk management. 

Human capital and professional competence constitute another critical theme. Many studies argue that 

the success of electronic audit depends heavily on auditors’ digital skills, including understanding 

databases, information systems, cybersecurity fundamentals, and analytic tools. The literature notes a 

skills gap: while technology provides significant opportunities for improving audit quality, auditors may 

lack the training required to confidently apply advanced tools. Therefore, researchers emphasize 

continuous professional development, interdisciplinary collaboration between auditors and IT 

specialists, and the inclusion of data analytics and IT audit topics in university curricula. 

Finally, empirical research on e-audit implementation identifies key practical barriers and success 

factors. Common barriers include high initial investment costs, resistance to change within audit 

organizations, inadequate IT infrastructure in audited entities, and the difficulty of obtaining 

standardized, high-quality data. In contrast, success factors include strong top-management support, 

clear implementation roadmaps, effective change management, robust IT governance, and pilot testing 

before scaling. Overall, the literature suggests that electronic audit is not merely the digitalization of 

existing procedures but a fundamental redesign of audit methodology, requiring technological, 

organizational, and regulatory readiness. 

Taken together, prior studies demonstrate that electronic audit has strong potential to enhance audit 

quality and efficiency in digital accounting environments. At the same time, the evidence indicates that 

effective implementation requires addressing cybersecurity risks, improving regulatory support, 

developing methodological guidance, and strengthening auditor competencies. These findings provide 

the theoretical basis for the present research, which aims to analyze implementation challenges and 

propose practical solutions tailored to digital accounting conditions. 

Since  data  analytics  has  the potential  to improve  data availability and insight into data from  various  

databases and  sources,  auditors gain  the  ability to  use  data analytics  to detect  fraud  (Tang  &  Karim,  

2019).  An  important  modern  outcome  of  audit  in  the  IT environment  is  an  improved  level  of  

audit  testing.  The  audit  profession  is  currently experiencing  a  paradigm  shift  from  traditional  

audits  with  samples  to  digital  audits  of complete  data  analysis due  to breakthroughs  in digital  

technologies (Fotoh  & Lorentzon, 2020). The  audit  approach in  the  digital  environment,  which  is  

based  on  risk assessment, provides  the possibility  to  direct  the  audit  approach  towards  the  

detection  of  anomalies instead of  searching  through  limited  data  sets,  which is the characteristic of 

the traditional audit  approach.  By anomalies,  we usually  mean discrepancies  between the  data and  

the auditor's expectations of the data based on knowledge of the business.  

 

Methodology 

This study employs a mixed-method research approach combining qualitative and quantitative 

analytical methods to examine the implementation of electronic audit systems in a digital accounting 

environment. The methodological framework is based on a systemic and comparative analysis of 
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theoretical sources, regulatory documents, and practical data related to digital accounting and auditing 

practices. 

 

The research relies on the following methods: 

Comparative analysis – to identify the differences between traditional audit and electronic audit 

systems and to determine their advantages and limitations in a digital environment; 

Systematic approach – to examine electronic audit as an integrated element of the digital accounting 

system; 

Statistical and financial analysis – to assess the impact of digital technologies on audit efficiency, audit 

quality, and the reliability of financial reporting; 

Logical and structural analysis – to identify organizational, technological, and legal challenges in 

implementing electronic audit; 

Observation and generalization – to formulate practical recommendations based on existing 

international practices and digital audit tools. 

The empirical base of the research includes data from digital accounting platforms, audit reports, 

international auditing standards, and analytical materials related to the digital transformation of 

financial control. In addition, best practices in the use of audit software, data analytics tools, and 

continuous auditing technologies were analyzed. 

This methodological approach makes it possible to comprehensively evaluate the current state of 

electronic audit implementation, identify key problem areas, and develop scientifically grounded 

solutions. 

 

Results and Discussion 

The results of the study show that the implementation of electronic audit systems significantly 

improves the efficiency, accuracy, and timeliness of audit procedures in a digital accounting 

environment. The use of automated audit tools enables auditors to process large volumes of financial 

data in a short time, perform continuous monitoring of transactions, and detect anomalies and risks at 

early stages. This contributes to improving the quality of audit evidence and reducing the likelihood of 

material misstatements in financial reporting. 

One of the main advantages identified is the possibility of real-time audit, which allows continuous 

control over financial operations. Unlike traditional audit, which is conducted periodically, electronic 

audit provides ongoing assurance and enhances risk management within organizations. Moreover, the 

integration of data analytics technologies makes it possible to apply advanced methods such as trend 

analysis, outlier detection, and predictive risk assessment. 

At the same time, the study revealed several challenges in the implementation of electronic audit 

systems: 

• insufficient digital competencies of audit personnel; 

• high costs associated with the acquisition and maintenance of specialized audit software; 

• data security and confidentiality risks; 

• lack of unified regulatory and methodological guidelines for electronic audit; 

• incompatibility of information systems in some organizations. 

These challenges indicate that the digital transformation of audit is not only a technological process but 

also an organizational and institutional one. 
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The research also shows that the effectiveness of electronic audit largely depends on the level of 

digitalization of accounting systems. Organizations with fully integrated digital accounting platforms 

demonstrate higher audit efficiency and better internal control mechanisms. In contrast, entities with 

partially automated systems face difficulties in data extraction, standardization, and analysis. 

In the discussion of the findings, it is important to note that the successful implementation of electronic 

audit requires: 

• the development of auditors’ digital skills and competencies; 

• the introduction of unified digital audit standards; 

• strengthening cybersecurity measures; 

• the use of cloud technologies and centralized databases; 

• gradual implementation through pilot projects. 

Furthermore, the integration of artificial intelligence and big data technologies into electronic audit 

systems creates new opportunities for predictive auditing, automated risk assessment, and intelligent 

decision-making. 

Overall, the findings confirm that electronic audit is a key element in the modernization of audit 

activities in the digital economy. Its implementation enhances transparency, improves the reliability of 

financial reporting, and increases the effectiveness of corporate governance. However, achieving these 

benefits requires a comprehensive approach that combines technological innovation, regulatory 

support, and professional capacity building. 

 

Consultion 

Digitalization  implies  the emerging  technologies usage  in order  to create  a new  business model  with  

opportunities  for  income  and  added  value  creation.  Digitization  affects  the growth  of  audit  quality  

through  the  transformation  of  audit  companies  into  digital companies  using  modern  analytical  

and  robotics  tools.  There  is  a  new  auditor  profile developed  through  required  competencies  in  

various  technologies  and  by  providing  IT-oriented  audit  services.  Digital  technologies  led  by  Big  

Data  analytics,  Artificial intelligence,  Blockchain  technology,  and  Robotic  process  automation  create  

new  risks, challenges and opportunities for  the practice of  accounting and auditing.  The use of digital 

technologies  provides  new  opportunities  for  better  knowledge  of  the  client  and  better 

documentation, reduces  the audit risk level, and  provides  support to the auditor's decision-making 

process. 

Based on the results of the study, it can be concluded that the successful implementation of electronic 

audit systems in digital accounting conditions requires the development of modern audit 

methodologies, the improvement of professional training for auditors in the field of digital technologies, 

the strengthening of cybersecurity measures, and the harmonization of national practices with 

international auditing standards. The use of advanced technologies such as artificial intelligence, big 

data, and cloud solutions will further expand the analytical capabilities of auditors and create the basis 

for the development of continuous and predictive audit models. 
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